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Docket No : DE02 0274US 

(PATftNl*) 

AMENDMENTS TOTftE SPECIFICATION 

Please amend the specification as follows. A cleaiv version and marked-up version is 
provided: 



At page 7, before line J , delete title iznd insert; 

CIRCUIT ARRANGEMENT WITH NON- VOLATILE MEMORY MODULE AND 
METHOD FOR EN-/DECRY^T1NG DATA IN THE NON-VOLATILE MEMORY 

• MODULE 

BACKGROUND OF THE INVENTION 



-Atpagel/liheJOdeJetethepa>ag^ 

- having at least one code Read Oiily Memory (ROM) module for storing at 
tease one ROM code; and 



- At page A lines 18 through 26, delete both paragraphs infidl and replace with; 



DESCRIPTION OF RELATED ART 

Conventionally, key codes necessary for encrypting or decrypting the contents 6f a 
Non- Volatile (NV) memory module are either hard-coded,, defined by means of fiise cells 
especially instantiated therefore or saved themselves in a specially protected area of the non- 
volatile memory module. 

Each of these knowti procedures has disadvantages, however: in the case of hard* 
coded keys, the key code cannot be changed for different controller versions with different 
ROM codes; in the case of the more flexible definition of the key code in fiise cells or in the 
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case of protected Electric^ Erasab^^ ^ 

the key length is limited as a result of cell or surface area requirements. 
SUMMARY OF THE INVENTION 

- At page 2, lines 4 through il r delete both paragraph in full and replace with: 

This object is achieved with a circuft arrangement having the features indicated in 
Figure 1 and by an enVdeciyprion method based thereon having the features discussed herein 
below* Advantageous embodiments and expedient further developments of the present: 
invention are identified herein as welL 

According to the teaching of the present invention, therefore, a completely Jlew ; 
approach is disclosed to the generation of at least one especially long key .for the. en- 
/decryption of at least one; NV memory module from ftOM code data, for example for 
embedded security controllers. 

~At page 2, line 32 through page 3, line 2, dele te the par^^ M it with: 

Through double use of the ROM code as a source fcr long fey codes* the security ojf ■ 
die encryption or decryption of the NV tnempry module is increased by greater tey lengths, 
without suth a greater key iCTgth resulting in a comasjwding additional surface area 
requirement for storing this key code* 

- At page 3, lines IS through 33 { delete all paragraphs in foil and replace with: 

BRIEF DESCRIPTION OF THE DRAWINGS 

As aheady discussed; above, there aie various: possible ways of advantageotisly 
embodying and developing the teaching of the present invention. The invention will "W: 
further described with reference to examples of embodiments shown iri the drawings to 
which, however, the invention is not restricted. In the Figures: 



. PAGE 7/24 ^ RCVD AT 9/5/2006 6:48:37 PM [Eastern DayOght TimeJ * SVR:USPTO«EFXRF-3/2 4 DNIS:2738300 * CSID:972 479 0464 * DURATION (mm-ss):12-36 



SENT BY: HOWISON, & ARNO; 



972 479 0464 



; SEP-5-06 5:05PM; 



PAGE fi/24 



Docket No.: DE02 0274 US 
P6LT-27&3- 

' (PATENfiT) 

Fig. 1 is a schematic block diagram of an example of an cmbodirtieht of a circuit 
arrangement according to the present invention, by means of which the en-/decrypfion 
method may be performed according to the present invention, 

DETAILED DESCR! PTION OF THE BXfiM^AkY EMi^IMENTS OF THE 
INVENTION 

Fig. 1 shows an example at an embodiment of a circuit arrangement 100 for ;: 
electronic data processing; in particular, the circuit arrangement 100 is provided for use in a 
microcontroller of the ' Wbedded security con^Ha^ type. 

This circuit arrangement 100 comprises a multi-component NV memory module 10, 
which takes the form of an BEPROM ' and by means of which data may be stored which are to 
be protected from unauthorized access by encryption or decryption; 

Assigned to this NV memory module 10 is a memory module interlace logic circuit 
12, by means of which 

r At page 4 t lines 10 through \ J 3, delete the paragraph in full and replace if wilh: 
In addition, the circ w^ 

and supplying ROM codes. Assigned to this code ROM module 20 is code ROM module 
interfere logic circuit 22 by mean$ of which . 

- At page 4, lines 23 through 30, delete the paragraph in full and replace it with: 

To this end, the memory module interface logic circuit 12 comprises art en- 
/o>5cryption logic circuit 14 having a key address generation unit 16 and a key register 18. 
The key address generation unit 1 6 is provided in this context for the purpose of generating 
an ROM key address (-» reft^^ce nuitieral t62a: ROM key address data from th6 fey 
address generation unit 16 to a multiplexing unit 24 of the cbde ROM module interface ibgjc 
circuit 22) in the case of Write or read access to the memory module 10 using a memory 
module address coming from die Central Processing Unit (CPU) (-> reference numeral C 12a: 
address data **CPU NV addi^from the ClPXJ to the memory module interface logic circuit 12). 
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. (PATENT) ; 

- At page 6, lines 10 through 18, delete bbthparnjptiphsd 

For encryption (in the event of write aiccess, reference numeral I20w) or decryption "'•[ 
(in the event of read access, leferehce^n of the NV memory data *T>lN(d:0)" or 

u DOUT(d:0)* this ROM code byte is then used as a key byte or as part of the key byte, suck 
that rn an extreme case a key Space Is produced which i$ of exactly the same size as the code 
space of the NV memory module 101 

(ii) Generation of the key code in the reset phase, i.e. by one of reading out of 
particular ROM code bytes, m particular at time of the tese sequence, and by storing 
these ROM code bytes in die fey register 18 until the time of a write/read access to the 
memory module 10, i .e. until these ROM code bytes ait requited for a write operation or a 
read operation of the memory module 10: 



-At page 7, liml/dekte the entire li^ ... 
10 N V memory module 

- At page 7, line 8, delete the entire line and replace it with: 

20 Code ROM module 

- Please delete the Abstract in its totality and replace it wi th: 

An apparatus and method is provided for pi^^ 
using an encryption and decry^ 

in the non-volatile memoty using a code read only memory thai stores encryption w& "■ / 
decryption keys that are addressed by a related central processing unit at the same time data is 
being written or read from th^ nonvolatile m^ory by 
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• PBLT^27^12 

- At page K before line 1, delete the title and irisert: 

Ctfcuk-an^gem e nt wtihnon - volatil e m e ttt e n/d e crypting 
data in th e non volatil e m e mory modul e . 

CIRCUIT ARRANGIMENT wm?KQ^VQLAmE MEMORY MODULE ANP 
METHOD FOR ENVPECRYFTING DATA IN Tlffi NONVOLATILE MEMORY 

MQj MJfcg \ . 

fiACKGRQUNP QF ^ mVENTlLQN 



- At page I, line 10, delete ike paragraph in full and replace it with: : 

- having at least one code R[ e ad]0{nIv}M[emorv1 Read Only Memory fRQMii 
module for storing at tease one Bfoaffi^^ aftd 

'-At page 1 /lines 18 through 26> delete both pom 

Conventionally, key ccktes necessary for eneiyptihg or decrypting the contents of a 
N[on]V[ola61e |N on ^Volatile- IKV> memory module ate either hai-d-coded, defined by means 
of fuse cells especially instantiated therefore or saved themselves in a specially protected area 
of the non-volatile memory module. 

Each of these known jprocedores has disadvantages* however: in the case of hard- : 
coded keys, the key code cannot be changed for different controller versions with dif&retft 
ROM codes; in the case of die more flexible definition of the key code in fuse ctfils or ih the 
case of protected B[ l »otriqofr^ M[embry} Eigctogfil 

Erasable Programmable Read Only Memory fEBPRQM) areas, the key length is limited aa ia 
result of cell or surface area requirements. 
SUMN^VRYOFTHP iWY^ffl^N 
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~Atpage2Jines4ihroitghli,^^& 

This object is achieved vrith a circtiit ^ the features indicated r.iftz 

oloim 1 Figure I and by an en-/decrypHori method based thereon having! the features 
discussed herein below indjoatcfl ^ 

further developments of the preseiit invention are identified herein as welL hi th e restreotiv* 
dependent otoimfl. 

According to the teaching of the pfeseiit invention therefOTe, a compte^iy -'t&w'-'".-- 
approach is disclosed to the generation of at least' one especially loi4(- -**y . fhr/.thc'.Wfc*;; 
/decryption of at least one N[on]V[blatitelI i^ fnem6^ module from R[ead]0{hiy]M[enidi»] 
ROM code data, for example for embedded security controllers. 

'.- At page 2, line 32 through page 3/lim 2 t delete the paragraph in full and 

Through double use of tit ROM ajde s<^ce for long key codes, the s^urity of 
the encryption or decryption of the N[Dn]V[Qlatil e ] jjV ^ iiiemory module is increased by 
greater key lengths, witholrt^^ 
surface area requirement for storii^ this key code. 

-Atpage3 t tinesl5throi%k& 

BRIEF DESCRIPTION OF t^DRA^INGS 

As already discussed abbve^ i^e ^ various pos 
embodyingand developing the teachiiig of the present invefttfon: Rj&fenmo e io mad e » in this 
rogard, to th e oloimo subordinat e to claims 1 and 6y and die The invention will be further 
described with reference to examples of embodiments shown in the drawings to which, 
however, the invention is riot restricted. In the Figi»es: 

Fig.. 1 is a schematic block diagram of an example of m embodiment of a circuit 
arrangement according to ffie pr6s«it Invention, by means of which the en-Zdecrypdon • 
method may be performed according to the p^sentiiiventloh, . 



7 



PAGE 1 1/24 • RCVD AT 9/512006 6:48:37 PM [Eastern Daylight Time] * SVR:U SPTO-EFXRF-3/2 * DNIS:2738300 * CSID:972 479 0464 *DURATION(mm-ss);12-36 



SENT BY: HOWISON, & ARNO; 



972 479 0484 • SEP-5-G6 5:07PM; 



PAGE 12/24 



- Docket No.: DE02 0274 US 
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pETAtLBP DgSC^PTlQN OF THE g?qg^LARV B^#Q3PC^NTS QF THE 
INVENTION . ■ 

Fig. 1 shows an example of aji embodiment of a circuit arrangement 100 fof 
electronic data processing; in particular, the circuit arrangement 100 is provided for iise in a : 
microcontroller of the "embedded security cofttrolle^ type. 

litis circuit arrangement 100 comprises a liiulti^miwnent ^fdnjVrolatitol 1^: 
memory module 10, which takes the form of an &[IootrroQl] E[raMbt B ] Ptrogmnimabl e ] 
R[eqri] Ofiiiy] Memory] EEPRQM aild by means of whieili data may be stored Whicli arc to 
be protected fix>m unauthorized awess 

Assigned to this NforilVf olatilel NV memory module 10 is a memory module 
interface logic circuit 12, by means of which 

- At page 4 lines 10 through 13, delete the paragraph in Jutland l r*place ft vrith: 

In addition, the circuit airifarigement 100 coinprises a code R[oad} Ofrilyj M|elftti^} • 
RQM module 20 for storing and supplying Rf ^ ad] Q[nJy] Mfemory] ROM codes. Assigned! 
to this code ROM module 20 is code ROM module interface logic circuit 22 by means Of : 

" which ■ 

-At page 4, lined 23 through 3$ 

To this end, the memory mcrtute ^ interface logic circuit 12 comprises an enn 
/decryption logic circuit 14 hiving a key add^ 

Tile key address generation iihit 16 fa provided in tins context for the purpose of generating 
an ROM key address reference numeral ! 62a: ROM key address data from the key 
address generation unit 16 to a multiplexing 1111^ 24 of t^ 

circuit 22) in the case of write or read access to the memory module 10 using a memory 
m<vftii* «ddrr<s ^ing ftam the Processing Unit fCPlft : 

(-> reference numeral C12a: address data "CTU NV addr" from the CPU to the rhertiory 
module interface logic circuit 12). 
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(PATENT) 

- At page 6. lines 10 through J 8, delete both paragraphs and replace with: 

For encryption (in the event of write access, reference numeral 1 20w) or decryption 
(in the event of read access^ reference numefat 120r) of the NV memory data 4< C)IN(d:0)f of';.' 
4 1X)UT(di0r t this ROM code byte Is then usfcd as a key byte of as part of th£ key byte, si«ih : 
that in an extreme case a key space is produced which is of exactly the same size as the code 
space of the NfdnWrolatilo) NV memory module 10. 

(ii) Generation of the key code in the reset phase, i.e. by ene-pff one of reading out of 
particular ROM code byte*> in particular at the time of the reset sequent, and by storing 
theiS£ ROM code bytes in the key register 18 until the time of a write/iead access to the / 
memory module 10, i.e. until these ROM code bytes are requited for a write operation or a 
read operation of the memory module 10: 

- At page 7, line 2 t delete the entire line and replace it with: 

10 NronlVrolot i l e ] NV memory module 



- At page Zlwe 8, delete theehtire line and replace it with; 

20 Code Rfond] Ofrlvf Mfemorvf RCft4 nodule 

- Please delete the A bstract in it* totality and replace it with: 

An apparatus and method provided for protecting data in a non-volatile memory by 
using an encryption and decryption that encrypts and decrypts the address and the data stored 
in the non-volatile memory using a code read only memory that stores encryption and 
decryption keys that are addressed by a related central processing unit at the same time data is 
being written or read Ihhb the hon-"Vdiatite itiemory by the central processing unit. 
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